STAMP RALLY @ ROOM B

Visit the Booth, Collect Stickers, and Win Exciting Prizes!
/ 1 7 stickers — Receive 1 prize (CYDEF Pen)
2 Collect all stickers — Receive 2 prizes (CYDEF T-shirt)

3 Prizes are limited and awarded on a first-come, first-served basis
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KELA KK SSH Splunk Services Dell
Communications Security Japan G.K. Technologies

7 Stamps Collected!

Prize Claimed

CYDEF2025 Original Pen

NTT Security Japan . i
Colors subject to availability
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BAE Systems Fortinet Japan G.K. The Japan Research

Institute, Limited. Fujitsu Limited

Sticker Collection Completed!

Prize Claimed

MITSUBISHI CYDEF2025 Original T-Shirt
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drop by!
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Open Session

Closed Session

Session 1-A-1

Opening Address

+ SASAKI Takahiro, Executive Committee Chair
Opening Address

* MIYAZAKI Masahisa, Deputy Minister of Defense

* MATSUMOTO Hisashi, Minister for Digital Affairs
Keynote Speech

Cybersecurity: Current Landscape and Future Challenges
(Tentative Title)

* IIDA Yoichi : National Cyber Director

Active Public-Private Partnership’

* Mr. YOKOHAMA Shinichi : CEO, NTT Security Holdings

Session 1-A-2

Active Cyber Defense: “Active Cyber Defense (ACD):
Public-Private Cooperation and the Strategic Role of the
Military”

Moderator
* LTC.(res) Hashimoto Go :

The Organization for Cyber Defense Innovation
Panelists
* Dr. Bernard Siman :

Egmont Royal Institute of International Relations
* Mr. David Song-Pehamberger :

Hybrid COE
+ Ms. Inga Zukauskiené :

National Cyber Security Centre of Lithuania

Session 1-A-3

Keynote Speech

The Transformation Vector: A Driver for Crisis Management
Evolution

* Col. Kostadin Vasilev Lazarov: NATO CMDR COE
CYBERSECURITY DEPARTMENT

* Mr. Pawet Dziuba *

MINISTRY OF NATIONAL DEFENCE, REPUBLIC OF POLAND
Countering the threat from state actors through Active Cyber
Defense

* Mr. Conrad Prince : Former Cyber Security Ambassador, BAE
Systems

Session 1-A-4
Critical Infrastructure Protection: “Ensuring the
Protection and Resilience of Critical Infrastructure”
Moderator
* Ms. Nathalie Gratzer :
NATO CCDCOE
Panelists
* Dr. Krzysztof tysek :
Military Communication Institute
* Mr. Christopher Michael Spirito :
Department of Energy, Idaho National Laboratory
* Dr. Csaba Krasznay :
Ludovika University of Public Service
* Ms. Marlen Rein :
NATO Energy Security COE

Session 1-A-5
Cognitive Warfare: “Defense in Narratives”

Moderator
+ Dr. FUJII Akihiro :
The Organization for Cyber Defense Innovation

Panelists
* Dr. Didier Danet :

GEODE Center, Paris 8 University
* Dr. Gundars Bergmanis-Korats :

NATO StratCom COE
* Dr. Yisuo Tzeng :

Institute for National Defense and Security Research
- Dr. LTC. Jason Brown

US Army Cyber Institute

Program Schedule

Room B

Solutions, Posters
& TTX Area
<Open Area>

TTX 1
Hands-on Tabletop Exercise
(ACD)
Instructor
MAJ.(ret) Chikara Nakama,
Director of National
Security,
Splunk Services Japan G.K.
Focus
Critical infrastructure,
public safety, law
enforcement coordination.

14:30
.15:00

Poster Session 1
Sasahara Lab ,Tokyo
University of Science

16:30
-17:00

Poster Session 2
Fujii Lab ,
Hosei University

TTX 2
Hands-on Tabletop Exercise
(ACD)
Instructor
MAJ.(ret) Chikara Nakama,
Director of National
Security,
Splunk Services Japan G.K.
Focus
Critical infrastructure,
public safety, law
enforcement coordination.

Session 1-C-2
CISSP Challenge Seminar (Condensed Version)
* Mr. FUCHIGAMI Shinichi: NEC Corporation 10:35~

FortiAl: Transforming Security Operations for the Al
Era 11:25~
* Mr. IMANO Shunich : Fortinet Japan G.K.

Session 1-C-4
Cybersecurity Challenges and Countermeasures in
Disaster 15:00~
* MR. Masato Hanashima:
National Research Institute for Earth Science
and Disaster Resilience
The Information and Cognitive Warfare Landscape
Surrounding Japan (Tentative Title) 15:20~
+ Ms. Tomoko Nagasako : Information
Technology Promotion Agency (IPA), Japan
ACD Exercise by CYDEF 15:50~
* MAIJ(ret.) Chikara Nakama :
Director of National Security,
Splunk Service Japan G.K.

Open Session

Session 1-C-5
Cyber Human Resources and Related Initiatives in the|
Ministry of Defense
17:00~
* Dr. ITO Hiroshi : NICT
* MAJ. KANEKO Jyunichi
JSDF TOKYO Provincial Cooperation Office

CISSP Challenge Seminar (Condensed Version)
17:50~
* Mr. Masahiro Morozumi :
IKARUGA Partners LLC

Closed Session

Program Schedule

Session 2-A-1

Opening Address

+ SASAKI Takahiro, Executive Committee Chair
Keynote Speech

New Priorities for Cybersecurity and Effective
National Defense

* Dr. James Lewis : CSIS

Does “it” matter? When? Context of national
security

* Mr. CHIDA Nobuya : Google Cloud Japan G.K.

Session 2-A-2
Space & Electromagnetic Warfare; “Reimagining
Space as the Next Theater of Operations”

Moderator
+ Dr. Nanae Baldauff : NATO Defense College
Panelists
* Mr. Stuart Frizell :
BAE Systems Digital Intelligence
+ COL. ISHII Hiroyuki : Space Operations Group,
Japan Air Self Defense Force
+ DR.Lahmaidi Karim :
Ambassade de France au Japon

Session 2-A-3
Keynote Speech

The Current State and Challenges of Cyber Defense
(Tentative Title)
« AVM. Amorn Chomchoey Thai (Thailand): Secretary General
National Cyber Security Agency
National Cyber Security Agency Compliance : Taiwan‘s Attempt
to turn CMMC Adoption into Strategic Supply Chain Resilience
* Dr. Hsi-ju Huang :
Institute for National Defense and Security Research
R&D on Cyber Resilience for Critical Infrastructure Systems
* Dr. KAWAGUCHI Nobutaka : Hitachi Co.ltd.

Session 2-A-4
Emerging Disruptive Technology: “Cybersecurity
in the Quantum Era”

Moderator

* Dr. TOMITA Akihisa :
Quantum ICT Collaboration Center, National Institute

of Information and Communications Technology (NICT)

Panelists

* Dr. Manuel Erhard : Quantum Technology Laboratories

* Mr. HANAI Katsuyuki : Toshiba Digital Solutions Corp.

* Dr. KIM Jaewan : Korea Research Institute of Standards
and Science

* Dr. SASAKI Toshihiko : Quantinuum K.K.

Session 2-A-5
Education: “Cyber Education Through the Lens of
National Security”

Moderator
+ Dr. KUWANA Eiji : Institute for Information Security
Panelists
* Navy Captain Vasco Prates : Portuguese
Cyberdefence School
* Mr. Eugenio Benincasa :
Center for Security Studies at ETH Zurich
* Commanadant Robert Gallagher : NATO CCDCOE

Closing Remarks

SASAKI Takahiro, Exec Committee Chair

Solutions, Posters
& TTX Area
<Open Area>

TTX3
Hands-on Tabletop Exercise
(ACD)
Instructor
MAJ.(ret) Chikara Nakama,
Director of National
Security,
Splunk Services Japan G.K.
Focus
Critical infrastructure,
public safety, law
enforcement coordination.

14:30
-15:00

Poster Session 3
Hirayama Lab, Professional

University of Information and
Management for Innovation

16:30
17:00

Poster Session 4
Fujii Lab
Hosei University

Audience Survey
(Challenge Coins
Awarded to 30

Participants)

Session 2-C-2

Introduction to Initiatives at Plus Security Research
Institute and Collaborative Activities with Security
Organizations 10:25~
* Mr. HIRAYAMA Toshihiro : Professional University

of Information and Management for Innovation (iU)

Security Solutions That Require No Updates 10:45~
+ Dr. Col. KAWAMURA Koki, NIDS

Browser Security Reimagined: Cyber Defense for Safe
Economic 11:15~
* Dr. NISHIMURA Masatsugu : Hitachi Solutions, Ltd.

CC Challenge Seminar 11:35~
- Mr. OGUMA Keiichiro : 1sc2

Session 2-C-4
NIED Initiatives Toward Realizing Cyber-Physical
Synthesis for 15:00~
+ Dr. TAGUCHI Hitoshi : National Research
Institute for Earth Science and Disaster
Resilience (NIED)
Building Resilience Through Gaming 15:20~
* Dr. FUJII Akihiro :
Organization for Cyber Defense Innovation
CIP TTX in Integrated Deterrence : Resilience with Al,
Realtime 15: 50~
* MAJ(ret.) NAKAMA Chikara :
Director of National Security,
Splunk Services Japan G.K.

Session 2-C-5
Cyber Human Resources and Related Initiatives in the
Ministry of Defense 17:00~
* Dr. ITO Hiroshi : NICT
* MAJ. KANEKO Jyunichi
JSDF TOKYO Provincial Cooperation Office
Toward. everlasting security with quantum technologies-
Research Activities in NICT Quantum ICT Collaboration
Center 17:50~
+ Dr. TOMITA Akihisa : National Institute of Information and
Communications Technology
Analyzing the Diffusion and Impact of Mis- and Dis-
information in Online Environments: Focusing on the K
Program 18:10~
- Dr. SASAHARA Kazutoshi : Tokyo University of Science
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